4
N

Kdyz procesor netesni

Michal Koutny, STG 2020-06-17



=

MELTDOWN SP E CTR E Zombieload (MDS)
I VII/2018 I VI/2020
1/2018 V/2019

Crosstalk (SRBDS)

r
-

FORESHADOW




Bezpecnostni domény

procesy

w1 Bl A =
(- BIUS RA|f A-2-

cloud/VM







Architektura pocitace*

() Front-end
Instruction

Predecode & Fetch
(16 bytes)

Instruction Queue

(2x25 entries)

Macro

Fusion

HRELTEINN!

MS | 5-way Decoder
ROM|E BH & u|[ 2

o

222|122
(] e @)@

i
LEEE

4 p0Ps

Prediction

Return Stack
Buffer

_I-'ﬁ |

arget Buffe
N —

HOP Cache
1i

Branch

I:

Unit

Branch

SK pOPs
8-way

Ps
X Multiplexer

/1

Stack Engine Allocation Queue
z (2x64 entries)
= Micro
a Fusion

e i O ot = o e =

Prediction
Unit

Load Buffer

Register File

Store & Forward Buffer Tnteger
Buffer Branch Order Buffer gisters

pOPsi Re-order Buffer I

2
arget Buffe Registers

Retirement Unit il
Register Alias Table
Primary || Shadow
RAT RAT %

s e ) -:C '?'?"""l ''''''''''''''''''''''''''''''''''''''' .L .']'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'..':: B - e e - S e
SROL [ (3) Memory Pipeline :
L1i Cack i L1i Cache L2 Cache 1
32KiB | o 32 kiB 256 kiB
8-way, Ak 8-way 4-way
Instrugtic i Instruction
e ) L1d Cache Line Fill
i 2 32kiB Buffer
i (10 entries)

System Agent
Display
Controller
LLC §jice | [LLC Slice
\
A PCle
| LLC Shite | | LLc Siice |
Memory
Controller

7]

AGU

[ port6 [ INT ALU

port5 [ INT ALU
port T [ INTALU |

Register
L——J':}im Allocation & Renaming
(D Front-end ““gis! @ Out-of-Order Engine
o | == Atiocadon’& Renantitng "




Architektura pocitace*
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Spectre — uvod
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if (x < A)
tajne = adresar|[x]
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else
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Cisla, co by mél znat kazdy (programator)

Latency Mumbers Every Programmer Should Know

Mins
™ L1 cache reference: 8.5ns
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Read 1MEB sequentially
from memory: 258 us

Round trip in same
datacenter: 560 s
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17 Disk seek: 18ms

Source! httpsi//aist. github.com/ 2841832
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Co to znamena v praxi

Zranitelnost Propustnost*
Meltdown 3,2-550 KB/s
Spectre 0,04-10 KB/s

Zombieload (MDS) | 0,07-250 KB/s

Crosstalk 3 KB/s




Co to znamena v praxi 2

- Novy procesor
- Novy mikrokéd
- Aktualizace SW
- Vypnuti SMT (symmetric multi-threading), core
scheduling
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